
Rheumatoid arthritis (RA) treatments abound in 2020, 
but delivering high-quality care continues to be a chal-
lenge. Patients with RA often find it hard to access 
rheumatic disease specialists, and even once they find a 
clinician, matching treatments to their disease activity to 
achieve remission is difficult. Patients have disease flares 
between visits that go unnoticed by clinicians and often 
describe feeling that their disease controls them and not 
the reverse. Access to reliable information, knowledgea-
ble providers and effective medications are major prob-
lems for many patients with RA and patients with other 
rheumatological diseases.

Digital health technologies (DHTs) have the poten-
tial to address these issues and improve the quality 
of RA care. Digital health encompasses a broad array of  
technologies that are growing quickly, with a variety  

of interesting current and possible future applications 
in rheumatology. In this Review article, we describe the 
digital health landscape in general and its application to 
RA, the classic example in rheumatology. DHTs include 
the electronic health record (EHR), virtual visits, mobile 
health, wearable technology, digital therapeutics, and 
artificial intelligence and machine learning (AI/ML). Many 
challenges limit the rapid development of effective DHTs 
in general and in rheumatology in particular, so in this 
Review we also describe some of these key barriers and 
opportunities to accelerate the development and adoption 
of DHTs to support rheumatology care. We focus on RA 
because it is a common rheumatic disease for which there 
are well-developed treatment regimens (for example, the 
treat-to-target strategy is a widely accepted paradigm for 
the management of RA) allowing measurable benchmarks.
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Abstract | The past decade in rheumatology has seen tremendous innovation in digital health 
technologies, including the electronic health record, virtual visits, mobile health, wearable 
technology, digital therapeutics, artificial intelligence and machine learning. The increased 
availability of these technologies offers opportunities for improving important aspects of 
rheumatology, including access, outcomes, adherence and research. However, despite its 
growth in some areas, particularly with non-health-care consumers, digital health technology 
has not substantially changed the delivery of rheumatology care. This Review discusses 
key barriers and opportunities to improve application of digital health technologies in 
rheumatology. Key topics include smart design, voice enablement and the integration of 
electronic patient-reported outcomes. Smart design involves active engagement with the end 
users of the technologies, including patients and clinicians through focus groups, user testing 
sessions and prototype review. Voice enablement using voice assistants could be critical for 
enabling patients with hand arthritis to effectively use smartphone apps and might facilitate 
patient engagement with many technologies. Tracking many rheumatic diseases requires 
frequent monitoring of patient-reported outcomes. Current practice only collects this 
information sporadically, and rarely between visits. Digital health technology could enable 
patient-reported outcomes to inform appropriate timing of face-to-face visits and enable 
improved application of treat-to-target strategies. However, best practice standards for digital 
health technologies do not yet exist. To achieve the potential of digital health technology 
in rheumatology, rheumatology professionals will need to be more engaged upstream in the 
technology design process and provide leadership to effectively incorporate the new tools 
into clinical care.
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Application of DHTs in rheumatology
The landscape of DHTs is broad, interdependent and 
developing rapidly (Fig. 1). In this section, we describe 
six major types of DHT: the EHR, virtual visits, mobile 
health applications (apps), wearable technologies, digital 
therapeutics and AI/ML.

Electronic health record. The EHR, also known as the 
electronic medical record, is a familiar form of DHT for 
most clinicians and patients in 2020. It has the ability 
to interface with virtually all other DHTs. Suboptimal 
design characteristics in many EHRs contribute to sub-
stantial clinician frustration1,2, but the EHR has tremen-
dous potential for helping to manage chronic diseases 
such as RA.

Many EHR variants are in use around the globe. 
Basic components of an EHR include a problem list, a 
medication list, visit notes and laboratory files3. Other 
features often augment these basic components, such 
as electronic prescribing, order entry, billing functions, 
clinical decision support (for example, alerts of drug–drug 
interactions or reminders about tests or treatments), 
secure and private communication between providers 
and between patients and providers, as well as access to 
radiology reports and/or images.

EHRs have become standard practice for clinical 
record keeping, but can also have a central role in the 
digital health landscape of a health-care organization. 
First, EHRs can be used as a tool in clinical decision sup-
port, a process that employs logic to recognize patterns 
of clinical information and triggering recommendations 
for patient management4. In some EHRs, clinical deci-
sion support comes in the form of best practice alerts. 
Patient data (such as demographics, clinical information 
and laboratory results) provoke a message displayed in 
the EHR reminding clinicians that a patient needs a test, 
treatment or follow-up procedure.

Researchers from the USA developed a clinical deci-
sion support rule to use a best practice alert to alert clini-
cians that a patient should receive an influenza vaccine if 
the patient is using an immunosuppressive drug and vis-
its the practice during influenza season; this best prac-
tice alert increased influenza vaccination rates in this 
population from 47% to 65%5. Clinical decision support 
tools have been built for many other applications, such as 
reminding clinicians to test for tuberculosis before TNF 

antagonist use6. However, concerns exist that too many 
alerts built into EHRs cause a problem known as alert 
fatigue7, with clinicians becoming less likely to accept 
alerts as they receive more of them.

Second, EHRs can be used to organize and inte-
grate information from other digital sources, including 
wearables and apps, as is discussed below. Although 
integration of data from multiple sources might seem 
straightforward, it presents numerous challenges, includ-
ing the sharing of different technical formats and mean-
ings across software applications, privacy concerns and 
governance issues. Technical formats for some types 
of clinical and administrative data have been stand-
ardized by an organization called Health Level Seven 
(HL7)8. In the past 5–8 years, a new standard called 
Fast Healthcare interoperability Resources (FHIR) has 
been developed by HL7 and is expected to greatly facil-
itate data exchange between health-care applications 
by making the exchange simpler and more flexible for 
developers9. These standards will enable EHRs to more 
easily exchange information between a range of DHTs 
and will likely facilitate increased DHT development and 
dissemination.

Privacy and governance issues pose major barriers 
to integrating DHTs data into EHRs. In the USA, the 
Health insurance Portability and Accountability Act sets out 
rules in the USA governing the use of health data col-
lected by ‘covered entities’, which include health-care 
providers10, but not data collected by ‘non-covered enti-
ties’, such as many digital health apps and wearables. 
In the EU (European Union), the new General Data 
Protection Rule that came into effect in May 2018 pro-
vides protection for health data regardless of the entity11. 
Health systems in the USA are developing governance 
structures to make decisions about which third party 
apps are allowed access to their EHRs and how to ensure 
compliance with the privacy laws12. However, until clear 
precedents are set, much time and energy is spent 
debating with lawyers regarding such issues.

Third, EHRs make it easier for patients to view their 
own data via patient portals. Typical patient portals 
enable patients to view their medical records, sched-
ule appointments and send messages to their provider. 
These features can help keep patients engaged in their 
care and have become popular, with some health systems 
boasting adoption rates of up to 79%13. Allowing patients 
to view their provider notes has been shown to help 
them feel more in control of their care and is associated 
with improved medication adherence14.

Finally, the EHR can provide important opportunities 
to collect a more systematic and more easily coded set 
of data at typical clinical visits. For example, recording 
the joint examination on a homunculus within an EHR 
and/or the use of standardized disease activity scores 
(for example, the Routine Assessment of Patient Index 
Data 3 (RAPID3), the Disease Activity Score (DAS) 
and the Clinical Disease Activity Index (CDAI)) within 
the visit notes. Many practices have developed systems 
for collecting these data and integrating them within 
EHRs, some using apps to collect patient-reported 
outcomes (PROs) while patients are at home or in the  
waiting room15.

Key points

•	Digital health technology (DHt) offers enormous potential to improve rheumatology 
care but this potential has so far been largely unrealized.

•	the electronic health record, virtual visits, mobile health, wearable technology, 
digital therapeutics, artificial intelligence and machine learning could all have a role 
individually and in combination to reshape rheumatology practice.

•	Increased use of user-centred design in the development of digital rheumatology 
tools is needed and will facilitate electronic patient-reported outcomes becoming 
a cornerstone	of	rheumatology.

•	As rheumatology patients often have difficulties using their hands, voice-enabled 
technology might be particularly critical in this field.

•	A more concerted effort on the part of rheumatology professionals to participate 
in shaping	the	development	and	implementation	of	DHTs	could	make	the	benefits	
realized sooner and more effectively.

Artificial intelligence and 
machine learning
(Ai/ML). Artificial intelligence  
is the broader concept of 
machines (computers or other) 
being able to carry out tasks in 
a way that we would consider 
‘smart’. Machine learning is a 
current application of artificial 
intelligence based around the 
idea that machines with  
access to data can learn for 
themselves.

Clinical decision support
A support system used in 
health information technology 
designed to provide clinicians 
with decision support around 
clinical issues. it usually 
involves accessing information 
in an electronic health record 
(for example, laboratory tests, 
diagnoses, medications, 
allergies and vaccination 
record) and uses logic based 
on medical guidelines.

Best practice alerts
A type of clinical decision 
support used in many 
electronic health records, 
where the results of the clinical 
decision support are displayed 
as alerts to clinicians.

Health Level Seven
(HL7). HL7 refers to standards 
for the transfer of data 
between software applications 
used by various health-care 
providers. The standards are 
most applicable to the software 
application level, which is 
described as ‘layer 7’.

Fast Healthcare 
Interoperability Resources
(FHiR). A standard developed 
by Health Level 7 for 
describing data formats and 
elements and an application 
programming interface 
that facilitates exchange of 
electronic health record data.
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Some of these standardized scales are being extracted 
from EHRs for research or reporting purposes, with 
two examples related to rheumatology that are worth 
mentioning. The American College of Rheumatology 
Informatics System for Effectiveness (RISE) registry is 
one system that shows potential for research and report-
ing purposes16. RISE has been used by providers to 
report standardized information to health insurers16 and 
has also been used to conduct large population-based 
studies17. RISE is not an app or an EHR; rather, it is an 
organized protocol for extracting data from electronic 
sources and creating reports that can be used for health 
insurance, quality improvement and research. In the 
UK, the Remote Monitoring of RA (REMORA) smart-
phone app has integrated data into the EHR for collect-
ing PROs for research purposes, as is described below18. 
Although structured data are preferable, unstructured 
data can also be useful through text-mining methods. 
Creating standardized core datasets would also enhance 
interoperability.

Virtual visits. Virtual visits have grown across health- 
care systems in many countries, with patients access-
ing care virtually through several access points. These  
visits can be conducted with or without video assistance 
and sometimes include ancillary data, such as from a 
mobile health app or wearable. Perhaps the greatest growth 
has occurred via direct-to-consumer visits via phone or  

video19. In these cases, a patient seeks care from a pro-
vider who they typically have not previously interacted 
with, and the provider does not necessarily have access to  
their medical history. These types of service are used  
to treat common, low-acuity ailments such as upper res-
piratory infections20. More complex and chronic clini-
cal needs are referred to regular providers. One major 
concern of such visits is that while they can increase 
access to care, they can also induce increased health-care 
utilization and spending because of their convenience. 
One study found that 88% of direct-to-consumer virtual 
visits represented new utilization rather than visits that 
would have gone to other providers21. Some health-care 
systems offer similar virtual services to their regular 
patients, which has the added advantage that the virtual 
provider has access to the patient’s medical history22. 
Many health-care systems and third-party vendors now 
offer electronic visits, in which the patient completes 
structured questionnaires and a clinician reviews the  
patient’s responses and develops a treatment plan;  
the virtual visits often occur asynchronously within 
12–48 hours23. Messages sent via patient portals (essen-
tially secure e-mail systems embedded in EHRs) between 
patients and their regular clinicians serve as another 
form of virtual care and can substitute for in-person 
visits to some extent.

Regions with low populations in the USA have been 
shown to have few or no practising rheumatologists, 
meaning that patients have limited access to rheuma-
tology care24. Possibly as a result of these access issues, 
virtual visits in rheumatology have grown quickly, per-
haps faster than other forms of DHT25. However, vir-
tual visits are still far from widespread, and research 
into their effectiveness compared with in-person visits 
is lacking. In 2017, a systematic literature review ana-
lysed data from 20 studies that used telemedicine for 
the diagnosis and/or management of inflammatory 
and/or autoimmune rheumatic disease — one rand-
omized controlled trial and 19 observational studies; 
the studies came primarily from the USA and Europe25. 
Most reports described video teleconference technolo-
gies, and some described telephone consultations. The 
authors concluded that not enough outcomes informa-
tion was available to draw strong conclusions about the 
effectiveness of virtual visits25.

Most rheumatologists provide some form of virtual 
care, either through telephone medicine or e-mails. 
Additional types of virtual care such as structured ques-
tionnaires and wearable activity trackers could have a 
greater role in patient care in the future. Joint exami-
nations are difficult (or impossible) to conduct virtu-
ally, but might be effective for follow-up care in stable 
patients. Although some scheduled in-person visits can 
probably be conducted virtually, health systems and 
clinicians have difficulty integrating virtual visits into 
their workflows in any specialty. Moreover, some cli-
nicians view in-person visits as a method for assuring 
compliance with laboratory monitoring and medication 
adherence. While not specific to virtual visits, the ability 
to share information gleaned in virtual visits by different 
providers using different EHR systems is a challenge that 
health-care systems must overcome.

Digital health 
technologies as

they relate to 
rheumatoid arthritis

Artificial intelligence
and machine learning

• Predictive models
for risk
stratification

• Automated data
charting and 
summarization

Electronic
health record

• Decision support 
(e.g. disease activity 
measures)

• Charting tools
(e.g. recording joint 
activity on a 
homunculus)

Wearable
monitor

• Activity trackers
• Sleep monitors
• Joint temperature 

gauges

Mobile health
apps

• Patient-reported 
outcomes monitoring

• Medication diary
• Diet and lifestyle 

tracker
• Disease

information

Digital
therapeutics

• Improving 
outcomes

• Improving 
adherence

• Timely medication
adjustments

Virtual
visit

• Telephonic only
• Video assisted
• With or without

wearables and 
apps

Fig. 1 | Overview of digital health technologies as they relate to rheumatoid 
arthritis. The potential implications of each technology for rheumatoid arthritis are 
listed as bullet points.

Health Insurance Portability 
and Accountability Act
An act signed into law by the 
US government in 1996 that 
was created to specify the 
appropriate flow of health-care 
information. it specifically 
stipulates how personally 
identifiable information should 
be maintained and protected 
from fraud and theft.
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Mobile health. The widespread of adoption of 
internet-connected mobile devices in the past decade 
is widely viewed as having profound implications on 
the future of health-care delivery. Smartphone adop-
tion has reached 81% of the US population and is still 
increasing26, with strong adoption among all ages and 
ethnic subgroups, even among homeless populations27. 
Hundreds of thousands of mobile health apps currently 
exist and, more become available every day28. Many are 
easy to download and relatively easy to use, but few have 
been rigorously evaluated for their impact on clinical 
outcomes, and few provide interfaces between patients 
and clinicians. Although many mobile health apps have 
been developed for RA, a review article found that most 
apps related to rheumatic and musculoskeletal diseases 
had inadequate development processes not involving 
patients or providers29. Another concern is that mobile 
health apps will exacerbate disparities in care by helping 
only more technologically savvy patients30. However, 
such concerns have not been proven, and apps might 
in fact reduce disparities by helping to provide services 
to patients who would otherwise avoid care31. Even with  
the widespread adoption of smartphones, patients 
with low health literacy or numeracy might not bene-
fit much from the functionalities of mobile health apps. 
Therefore, attention to design aspects of apps is criti-
cally important to improve usability, adherence and, 
ultimately, clinical outcomes.

Mobile health apps have been used to enable patients 
to track their own health data, learn more about their 
conditions and detect potential health issues based on 
geographical location (for example, influenza outbreaks) 
and usage patterns (for example, evening usage and 
insomnia). Mobile health apps can sometimes integrate 
with various wearable (or in-home monitoring) devices 
and have other functionalities such as giving patients 
feedback about their heart rate or sleep patterns. The 
standards for mobile health apps are evolving, with 
initial guidelines developed by Xcertia, a non-profit 

industry association launched by the American Medical 
Association32. These guidelines cover a number of crit-
ical areas for mobile health apps, including privacy, 
security, content and usability (Box 1).

Two systematic reviews of mobile health apps for RA 
found about 20 such apps that offered symptom track-
ing (not always with validated instruments), educa-
tional information and links to online communities33,34. 
Selected features of some popular RA apps are shown in 
TABLe 1. Both systematic reviews concluded that there 
is substantial room for improvement: in RA and more 
broadly, patient-facing apps that are clinically integrated 
with patient care are lacking, which suggests an oppor-
tunity for future work. Additionally, few rigorous tests 
of these apps have been performed, but we anticipate 
seeing more trials published in the future.

Wearable technology. Wearable technologies include a 
vast array of devices, including step counters, sleep mon-
itors and ActiGraph monitors, which can be embedded 
in smartphones, smartwatches and other independent 
devices. Such technology has received little attention 
in RA even though it might have substantial potential. 
The first wearable technology was the Holter monitor, 
developed in the 1960s35 and still used today for remote 
monitoring of the electrocardiogram. Most wearable 
technologies are now designed to be simple for patients 
to use in everyday situations and often use wireless 
technology to transmit information to a device such  
as a smartphone. Data from many wearable technologies 
can be integrated into the medical record to facilitate use 
of the information as part of clinical decision-making36. 
However, a major challenge is distilling this informa-
tion into something that is meaningful and relevant to 
clinical decisions. Many clinicians and health-care sys-
tems are experimenting with the information to moti-
vate changes in behaviours such as physical activity and 
sleep patterns37.

Although the experience with wearable technologies 
focused on RA is minimal, data do exist regarding wear-
able technologies and weight loss, a key part of mana-
ging many forms of lower extremity arthritis38. Some 
trials of wearable devices that monitor physical activity 
in overweight and obese individuals have resulted in 
enhanced weight loss, but other studies did not find this  
result38–40. The variability in findings suggests that sim-
ple monitoring with wearable technologies does not  
universally change health behaviours.

We are unaware of RA-specific wearable technologies 
(for example, a joint temperature gauge), but the appli-
cation of physical activity monitors might be useful to  
complement a clinician’s attempt to motivate patients  
to increase physical activity41. A creative use of wearable 
technologies demonstrates their potential in RA. In a 
study conducted in France among patients with RA and 
axial spondyloarthritis, patients used a wearable device 
that assessed physical activity using a step counter42. 
Flares were self-assessed weekly, and data on physical 
activity and flares were analysed using machine learn-
ing (ML) algorithms. The model generated by ML accu-
rately predicted flares (mean sensitivity 96% and mean 
specificity 97%), which suggests that a simple wearable 

Box 1 | Topics covered by mobile health app guidelines

App operability
refers to whether a mobile health app installs, loads and runs in a manner that provides 
a good	user	experience.

App privacy
refers to the protection to a user’s information employed by a mobile health app, such 
as protected	health	information;	assesses	whether	the	app	is	in	full	compliance	with	
applicable rules, regulations and laws.

App security
Refers	to	the	ability	of	the	app	to	protect	user	information	from	external	threats,	
including threats to data integrity, confidentiality and system resilience.

App content
Refers	to	the	accuracy	and	recency	of	the	app’s	content;	includes	whether	the	app’s	
performance has been studied in formal outcomes research, whether reliable data 
sources	have	been	used	to	populate	the	app	and	whether	content	is	kept	up	to	date.

App usability
Refers	to	the	safety	and	ease	of	use	of	the	app;	five	key	qualities	of	the	app	should	be	
assessed: learnability, efficiency, memorability, error prevention and user satisfaction.

App guidelines developed by the American medical Association and Xcertia, a not-for-profit 
app industry association32.
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device such as a step counter has the potential to con-
tribute information about disease activity that is useful 
for patients, providers and researchers. Further devel-
opment and experimentation is needed to develop best 
practices for implementing these technologies into care 
in ways that improve outcomes without overburdening 
health professionals.

Digital therapeutics. Digital therapeutics are a new form 
of DHT and include evidence-based digital products 
that deliver software-generated therapeutic interven-
tions directly to patients. They could be used to focus 
on prevention, management or treatment of diseases 
(for example, RA) or conditions (for example, pain). 
Digital therapeutics can be in the form of an app or 
can be a wearable device that transmits information to 
a patient’s provider. Information transmitted by digital 
therapeutic products is not exclusively focused on med-
ication adherence, diagnostics or telehealth, but might 
be able to include information on a patient’s symptoms 
or laboratory results, enabling patients and clinicians 
to more effectively manage treatments. These products 
must incorporate high-level clinical validation, usability 
testing and data security; some products are stand-alone 
(monotherapy) and others directly support a concurrent 
treatment.

The FDA in the USA must approve digital therapeu-
tics and has developed a regulatory structure through 
its Center for Devices and Radiological Health (CDRH; 
see Related links). CDRH has participated in promulgat-
ing guidance on Software as a Medical Device (SaMD)43, 
which serves as the foundational document for how 
the FDA considers digital therapeutics. The systems 
for approval and oversight continue to evolve. Key ele-
ments include the following: a pre-certification level for 
digital health developers that demonstrate a culture of 
quality and excellence; application of SaMD risk criteria 
to the digital therapeutic; submission of pre-market data 
through the 510(k) programme and, finally, review by 
the FDA43.

In late 2018, the FDA approved the first wave of dig-
ital therapeutic products, one of which is reSET-O, an 
app designed to treat opioid use disorder44. The devel-
oper of this app conducted a randomized clinical trial 
involving 170 patients seeking treatment for opioid use 
disorder. Patients were randomized to usual care or 
usual care plus the digital therapeutic app (reSET-O)45. 
The app tracked patient adherence with opioid treat-
ment. Compared with the usual care group, fewer 
patients receiving reSET-O dropped out of treatment 
but no differences were seen between groups in clin-
ical outcomes; adverse effects were similar in the two 
arms of the study. Based on this information, reSET-O 
was approved for its intended use (to reduce dropout 
in substance abuse disorder treatment), but its clinical 
efficacy in reducing dependence on opioids has yet to be 
proved. reSET-O is being marketed by a pharmaceutical 
company, and the prescribing physician sends prescrip-
tions to the app’s patient service centre. Several other 
FDA-approved digital therapeutic apps include one for 
diabetes that enables patients to link their smartphone 
with a continuous glucose monitoring device46, and 
another device that has built-in sensors that determine 
when inhalers are used for chronic obstructive pulmo-
nary disease and/or asthma47. The inhaler sensing device 
sends information to an app, enabling patients to track 
their use of inhalers.

Several digital therapeutics companies are investigat-
ing technologies for pain management48, but we are not 
aware of any current trials of digital therapeutic products 
for RA. One might imagine that a digital therapeutic in 
RA (or other rheumatic diseases) could help to enhance 
medication adherence through a mixture of reminders, 
education and PROs.

Artificial intelligence and machine learning. Artificial 
intelligence (AI) is a sub-field of computer science in 
which machines demonstrate capabilities similar to 
human intelligence. Despite several decades of attempts 
to apply AI capabilities within health care, its impact on 

Table 1 | Selected mobile health applications for rheumatoid arthritis

Name Apple or 
Android?

Year 
available

Reviewsa Goal of app For providers 
or patients?

ePROs EHR 
integration

Published 
evaluation

myVectra Both 2012 110 Helps patients track their 
disease and symptoms

Both Joint count No No

ArthritisPower Both 2014 48 Helps patients track their 
disease and symptoms

Both Pain, RAPID3, patient 
global assessment

No No

TRACK+ REACT3 Both 2012 131 Helps patients track their 
disease, activities and 
symptoms

Both Pain No No

cliexa-RA Both 2017 31 Helps patients track 
their disease, medication 
adherence and symptoms

Both RAPID3 No No

RheumaHelper Both 2012 311 Disease activity 
calculators

Providers 
only

No No No

myRAteam Both 2015 87 Social network and 
support for patients

Patients only No No No

ePRO, electronic patient-reported outcome; EHR, electronic health record. aShows the numbers of reviews listed in Apple and Android app ‘stores’ as of 1 
November 2019.

Software as a Medical 
Device
(SaMD). Software intended to 
be used for medical purposes 
that performs its functions 
without being part of a 
hardware medical device.

510(k)
A premarket submission made 
to the FDA to demonstrate  
that a medical device (or digital 
health technology) to be 
marketed is at least as safe 
and substantially equivalent  
to a legally marketed device 
that is not subject to premarket 
approval.
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the practice of health-care delivery has been modest. 
Enthusiasm has grown in recent years in part because 
ML, a type of AI in which a software program learns 
from data rather than being programmed using rules, 
has been shown to have potential in several clinical 
applications, such as identifying diabetic retinopathy 
from retinal images49. AI/ML is currently an active area 
of research and development with applications including 
diagnosis, disease prediction, risk stratification, mon-
itoring, identifying relevant data from EHRs or other 
sources, and automation of care such as with health-care 
chat bots50. Despite the extensive effort, to date AI/ML 
has been described as being “high on promise and rel-
atively low on data and proof ” because of the lack of 
real-world evaluations51,52. A challenge to implementing 
AI/ML in the real world of health care is that regulations 
surrounding health products were not designed with 
AI/ML in mind. The FDA is exploring new models of 
regulation for AI/ML as SaMD and has recently issued 
a discussion paper outlining a framework to serve as a 
possible approach43. In 2017, the European Medicines 
Agency released recommendations to make best use of 
big data53.

AI/ML has the potential to be used in many aspects 
of rheumatology and has been applied in several 
studies54. One study used consensus clustering to iden-
tify sub groups of patients with different gene expression  
subtypes of RA with the aim of generating an algorithm 
for the scoring of histological features to predict high, 
low and mixed inflammatory subtypes55. Another study 
applied AI/ML to predict mortality of patients with RA 
based on demographic and clinical variables obtained 
during the first 2 years after disease diagnosis; specific-
ity was 80% but sensitivity was much lower56. A third 
study showed promising performance of a model that 
used structured EHR data to predict RA disease activ-
ity at the patient’s next rheumatological clinical visit 
at two institutions57. These types of tools are currently 
rudimentary, but have the potential to inform therapeu-
tic options. We are not aware of any real-world studies 
of AI/ML being used in typical clinical rheumatology 
practice; currently these modalities are used in research 
settings. A 2019 review found that AI/ML studies in 
rheumatology used a range of data sources including 
clinical, biological and radiological data, and that the 
most common AI method used to analyse the data was 
artificial neural networks58. Guidelines for AI/ML stud-
ies for rheumatology applications have been proposed59. 
One universal challenge with AI/ML applications is  
that they are limited by the quality of the data upon 
which they are developed and used. Current EHR data 
are of variable quality60. We think that efforts to improve 
EHR user interfaces to facilitate higher quality data 
might be the most effective way to improve performance 
of AI/ML.

Applications of DHTs outside RA
Smartphone apps are being developed for patients with 
systemic lupus erythematosus (SLE)61. The apps are 
primarily focused on patients (for example, for symp-
tom tracking) and not on enhancing communication 
between patients and clinicians. However, no trials of 

these apps have yet been published. A broad review 
across apps for SLE found few of high quality and none 
that had been rigorously tested62. Across rheumatology, 
few apps have been rigorously tested34.

One study investigated an EHR-supported effort to 
improve gout care63. The intervention provided clini-
cians, pharmacists and dietitians access to the same EHR 
information regarding medications, laboratory findings 
and visit notes63. In the small proof-of-concept study, 
72% of patients achieved a target serum urate level; how-
ever, no control group was included in the study which 
limits interpretation of this finding63. At least one digi-
tal health platform has been developed in osteoarthritis, 
incorporating activity monitoring with symptom meas-
urement and functional scales64. However, no formal 
testing has been published yet.

Overcoming barriers to DHTs
One might wonder why many DHTs have not been 
adopted more quickly in health care. The regulatory bar-
riers surrounding digital therapeutics mentioned earlier 
pose major obstacles, but reimbursement barriers also 
exist — will insurers pay for DHTs that have the poten-
tial to improve outcomes? Some insurers and employers 
do pay for DHTs in the area of diabetes, and value-based 
payment arrangements pushed by Centers for Medicare 
and Medicaid Services are intended to create incentives 
for providers to adopt any technologies that would 
increase measurable quality and reduce costs65. However, 
even with such incentives, four key barriers — poor 
technology design, lack of clinical integration, privacy 
concerns and non-adherence — could substantially 
delay the adoption of DHTs in rheumatology. Potential 
ways to address these barriers include smart design, use 
of electronic PROs (ePROs), changes in data sharing 
laws and use of voice-enabled technologies (TABLe 2).

Smart design. Unlike pharmaceuticals and other 
health-related technology, DHT develops through a con-
tinuous process of tweaking and iterative development. 
The first versions of most types of software tend to be 
proof-of-concept prototypes rather than user-friendly 
products. For example, early consumer software prod-
ucts required the use of command prompts and were 
difficult to navigate66. Over time, software develop-
ers adopted principles of user-centred design, which 
involves soliciting input from end users at every step 
of the design process67. User-centred design involves 
an iterative process of analysing the underlying prob-
lems experienced by users, developing mock-ups of a 
solution, testing solutions and evaluating the product 
in terms of how well it addresses users’ needs68. Today, 
user-centred design is part of most consumer software 
development practices69.

In digital health, however, a gap still exists between 
developers and users70, and a lot of the software devel-
oped for patients and clinicians involved minimal input 
from these users. As a result, many physicians are dis-
satisfied with their EHRs1. Studies have demonstrated 
that many EHR vendors do not follow basic usability 
principles71, and evaluations of mobile health apps show 
poor usability72. Furthermore, optimally leveraging 
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DHTs in clinical care, as in other fields, often requires 
changing workflows rather than automating paper-based 
workflows.

As with other conditions, rheumatology care will 
probably only be improved with digital technology 
if developers partner closely with patients and pro-
viders, and employ user-centred design principles. A 
2019 European League Against Rheumatism (EULAR) 
article made several recommendations to guide the 
design of apps in support of user-centred design, and 
stated that “the design, development and validation 
of self-management apps should involve people with 
RMDs [rheumatic and musculoskeletal diseases] and 
relevant healthcare providers”73. Rheumatology patients 
have unique needs — both physical and cognitive — that 
can only be taken into account with focused research. 
Similarly, rheumatologists have practice patterns that 
are distinct from other specialists. The most innova-
tive and useful solutions will arise from technologies 
designed with the input of both patients and provid-
ers. Some studies have investigated digital rheumatol-
ogy tools (for example, a mobile health app designed 
to track RA symptoms) developed using user-centred 
design principles and usability evaluations74. However, 
relatively little information is available about the design 
process used for most digital rheumatology tools and 
so lessons learned during the design may not be doc-
umented, and the degree to which rigorous design 
has occurred is unknown73. Failure to properly design 
DHTs and DHT-based interventions will likely result in 
non-adoption or early abandonment of the technology.

Electronic patient-reported outcomes. PROs have a 
central role in rheumatological care. PROs serve as 
components of standardized disease activity scores 
such as the RAPID3 (ReF.75) and the CDAI76. The Health 
Assessment Questionnaire is also as an important meas-
ure of self-reported functional status77. Disease activity 
measures that rely solely on patient report, such as the 
RAPID3, only correlate moderately with a gold-standard 
measure, such as the DAS75. However, the ability to 
regularly obtain disease activity information without 
a face-to-face visit through electronic means makes 
ePROs a very attractive tool to incorporate into DHTs. 

Moreover, ePROs can be integrated into the clinical 
workflow through the EHR, helping integrate DHTs 
into clinical care.

Several studies have demonstrated that patients 
are willing to track disease activity data electronically.  
A series of focus groups conducted at an academic med-
ical centre in the USA demonstrated patients’ willing-
ness to use a mobile health app for ePRO reporting78. In 
our study investigating patient adherence to a smart-
phone app for disease monitoring in RA, we found 
that although adherence to the daily questionnaires 
in the smartphone app was high (median 81.6% over 
the 6-month study, with highest adherence in the first 
month)79, the patients wanted these data integrated into 
the clinical workflow. Most ePRO apps have been devel-
oped externally to a health-care system (for example, by 
app developers), so are not well integrated into the clin-
ical workflow. Incorporating ePROs into clinical work-
flows is a major barrier to delivering patient-centred 
care for patients with RA. Although a risk does exist 
that patients will lose interest in the app over time, we 
found that an intervention informed by user-centred 
design with patients results in high adherence when the 
benefits to patients (for example, helping them decide 
when to contact their provider, being more aware of 
their symptoms and feeling more connected to their 
provider) are worth the burden of completing the 
questionnaires80.

The REMORA study investigated a mobile health 
smartphone app developed in the UK that collects ePRO 
data and transmits it into the EHR18. The REMORA app 
was developed by rheumatologists within the National 
Health Service in partnership with rheumatology 
patients. REMORA has been pilot tested in 20 patients, 
and adherence with daily ePRO reporting over 3 months 
was over 90%. This initial testing in clinical care suggests 
that it can be integrated into clinical care. Patients also 
felt better able to participate in consultations when their 
rheumatologist had access to the ePRO data.

Data sharing laws and regulations. The value of DHTs to 
patients is limited if the technologies do not incorporate 
health data, such as those stored in EHRs. Yet, patients 
currently have difficulty in getting access to their EHR 

Table 2 | Overcoming challenges in digital health technologies

Key concept Description Barriers to success

Smart design Understanding the needs of the end-user 
(for example, patients and providers); 
developing DHT with input from end user; 
iterative design process

Developers, providers and/or health-care 
system falsely believing that they know best

Voice enablement Integration of voice into DHT; examples might 
include voice-enabled apps so that patients 
and/or providers can use speech; voice-enabled 
assistants (for example, Siri or Alexa) can help 
patients use DHT

Privacy issues (e.g. Health Insurance 
Portability and Accountability Act); medical 
terminology challenges voice interactions

ePROs ePROs serve as components of most disease 
activity scores in rheumatology; the ability 
to regularly obtain this information without 
a face-to-face visit through electronic means 
through an ePRO makes it a very attractive tool

ePROs not being well integrated into the 
health record

DHT, digital health technology; ePROs, electronic patient-reported outcomes.
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from their providers in digital form. Rules in the USA 
require that providers and EHR vendors make it eas-
ier for patients to download their data onto an app81. 
In the EU, the General Data Protection Regulation has 
strengthened patients’ right of access to their data82,83. 
However, whether these legal and regulatory changes 
will be enough to catalyse the use of digital health tools 
by health-care providers is not yet clear. Additional laws 
might be needed to balance the goals of enabling patients 
to access their health data while protecting these data 
from unauthorized or unwanted access.

Voice enablement. Voice-enabled technologies are grow-
ing rapidly and have the potential to improve adherence 
with DHTs, such as smartphone apps. We can now talk 
to our cars, refrigerators, heating systems and televi-
sions. Voice-enabled DHTs are also on the rise. Voice 
dictation systems have long been used by physicians, but 
voice-enabled scribe systems can now transcribe parts 
of the face-to-face patient visit, enabling physicians to 
more accurately and easily create a written record of the 
patient encounter. Systems such as Suki (see Related 
links) and HelloRache (see Related links) promise to 
use AI to help distil a physician’s conversation with a 
patient into their medical record and even their treat-
ment plan. Treatment plans devised in this way might be 
based on a clinician’s known preferences or even practice 
guidelines.

Voice enablement might be most useful for patients 
using DHTs such as mobile health apps. Virtual assis-
tants, such as Siri and Alexa and the like, could serve 
as voice-enablement tools for patients to more easily 
interact with a mobile health app84. Proponents of voice 
enablement believe that patients more easily and more 
freely interact with digital technologies when using 
voice than when using a touchscreen requiring typing85.  
The digital voice interaction can be made more similar 
to typical human interaction, enabling patients to inter-
act comfortably with a DHT; at least this is the theory, 
with some evidence from outside rheumatology (for 
example, health and fitness) suggesting it might be the  
case86. One popular example of voice enablement is  
the Mayo Clinic First Aid app (see Related links) that 
enables patients to use their voice to interact with the 
app as an easy tool to obtain information on first aid.

As mentioned earlier, we investigated adherence to 
a non-voice-enabled app for disease monitoring in RA 
originally developed by investigators at Brigham and 
Women’s Hospital using a hospital-endorsed mobile 
health platform79. The app focused on ePROs and was 
found useful by patients and providers, with a high 
degree of patient adherence79. In exit interviews and 
focus groups with the patients with RA who used the 
app, many with substantial hand disease asked for voice 
enablement in order to reduce the barriers to using a 
mobile health app on a touch screen (D.H.S., unpub-
lished work). Many patients wanted voice interaction to 
report information about their disease and admitted that 
they were likely to be more honest with the app than 
with their clinician (D.H.S., unpublished work).

Voice-enabled DHT has another potential bene-
fit: use of the patient’s voice as a biomarker. Data from 

neurodegenerative diseases suggest that short record-
ings of patients’ voices using voice-enabled DHT ena-
bles relatively accurate diagnoses of Alzheimer disease87, 
Parkinson disease88 and possibly even depression89. 
Although depression is common in patients with 
RA90, we are not aware of any attempts to use voice as a 
biomarker in RA.

Voice enablement is happening in DHTs, but chal-
lenges abound. First, not all patients have access to a 
voice assistant in their home or on their smartphone. 
Second, privacy advocates have raised many concerns 
regarding voice assistants91; once personal health infor-
mation is fed into these devices, the privacy concerns 
magnify and questions abound. Who is listening to 
these interactions? Are conversations being recorded 
and used in unintended ways? Are the devices secure? 
Finally, some patients with access to devices with 
voice enablement are unwilling to use them for any-
thing more than to obtain a weather report or listen to 
the radio92.

Peering into a possible future
How will DHTs impact the future of rheumatology 
in health-care delivery? What will be the experience 
of patients with RA and their clinicians in the com-
ing decades? As symptoms are so critical to the man-
agement of rheumatological disease, we foresee a day 
when the standard of care will involve patients using 
a mobile health app to keep track of their day-to-day 
or week-to-week symptoms, including those of pain, 
function and fatigue. We anticipate that these ePRO 
data will be available to clinicians through the EHR, 
and that AI/ML algorithms will process these data and 
identify problematic patterns, such as worsening pain 
trends on ePROs. ActiGraphs or step counters embed-
ded in smartphones (or wearable devices) could help to 
identify when patients are probably flaring. This infor-
mation could be used to determine when a virtual or 
face-to-face visit is needed. Based on ePRO data, labo-
ratory results and physical examination findings, AI/ML 
could help clinicians to determine when patients reach 
their treatment target and recommend specific medica-
tion changes based on data from thousands or millions 
of other patients. We also think that a digital therapeutic 
might be developed to help patients know when they 
reach target disease activity.

Many barriers slow down the widespread adoption 
of DHTs in medicine. Designing these technologies is 
difficult, and how to make them useful for consumers, 
clinicians and the health-care system is an enormous 
challenge84. The purpose of these DHTs needs to be clear, 
and user-centred design principles must be employed. 
Voice enablement is likely to be part of many DHTs to 
improve their usefulness and subsequent adherence. The 
regulatory structure for the development of DHTs is still 
evolving. Consumers have expressed an interest in many 
of these technologies and value-based care payment 
models are increasing, but the reimbursement model 
is not yet determined. Answers to these questions will 
facilitate DHT development.

DHTs might be useful in a number of different 
patient scenarios. Patients with problems adhering to 
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medications could be assisted by reminders through 
text messages or smartphone apps. Moreover, pharmacy 
records could be searched using AI/ML algorithms that 
alert clinicians about non-adherence. Another scenario 
that might be assisted by DHT is one in patients with 
undiagnosed symptoms. The availability of virtual vis-
its might assist in providing access to rheumatic disease 
specialists to determine the likelihood of a systemic 
rheumatic disease requiring immediate attention versus 
degenerative arthritis requiring less urgent care. The 
portal would ask a few questions to determine whether 
a visit with a rheumatologist might be useful. Using 
AI-based algorithms, the portal might recommend a 
virtual visit with a video link, enabling a clinician to 
conduct a history and observe physical examination 
tests for range of motion and joint swelling. If the cli-
nician observes limitations, disability and/or concern-
ing symptoms during the virtual visit, a decision aid 
informed by AI could help determine whether a referral 
to a rheumatologist is necessary.

Conclusions
Integrating DHTs will probably become increasingly fea-
sible in the future as the technology improves (Fig. 2), and 
such integration will enable new clinical practice models. 

However, at present, best practices for implementing 
these technologies do not exist. Efforts to incorporate 
DHTs for rheumatology into clinical care are occurring 
in a few research groups but such efforts lack a larger 
structure and have limited funding opportunities. We 
are unaware of a concerted effort by rheumatologists to 
improve EHR user interfaces that would facilitate data 
capture, thereby providing better data for AI/ML applica-
tions. Rheumatologists should collaboratively consider, 
develop and test how such technologies could evolve 
their practice to improve care. Major barriers, including 
security concerns, currently obstruct successful imple-
mentation of DHTs. User-centred design, incorporating 
voice when possible and application of AI/ML when 
appropriate could enhance the uptake of DHTs and help 
advance rheumatology care far beyond its capabilities 
today. Forming a consortium specifically dedicated to 
advancing best practices is warranted as is increasing 
research funding for the development of useful tools 
and DHT-based interventions. Without major involve-
ment from rheumatology professionals, the promising 
advances in DHT are likely to continue to have minimal 
effect on patient care in the field.

Published online 24 July 2020
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Fig. 2 | Integrated system of digital health technologies in a possible future rheumatology clinic. Patients will use 
smartphone apps with or without voice-enabling capacity to report symptoms to their clinicians. Their symptoms may be 
reported as electronic patient-reported outcomes (ePROs) through the electronic health record (EHR). The information 
from the EHR and other data sources will be integrated in a centralized and secure server environment. Machine learning 
and artificial intelligence algorithms will be running against the data to assist clinicians with diagnosis, prognosis, 
treatment selection and monitoring.
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